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 Accurate, reliable automated de-identification
 Very simple to install and use

 Network-level operability; batch processing

 Works with  word processing files, tab- or
comma-delimited or XML formatted data

 Meets all HIPAA ‘safe harbor’ guidelines;
option of limited data sets and custom fields

Features of De-ID
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Why Use De-IDTM?

De-identification required before topic
mapping or other forms of information
modeling

Information
Models

Files must be de-identified before
leaving ‘home’ for processing

Data elements

UMLS, EVS pre-loaded; institution or
geography specific glossaries easily
loaded

Vocabularies/
Terminologies

De-ID can be pre-set and ‘called’ from
any application for automated batch
processing; can work ‘behind the
scenes’

Interface
Integration
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Compatibility Compliance

De-IDTM

UMLS, EVS, other
vocabs pre-installed in

De-ID

dll function facilitates
automated batch feeds
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Compatibility Compliance

 Pre-loaded with UMLS, EVS
 Can also incorporate specialized acronyms and institution-

specific terminology; identifiers can be managed through
customized rule sets

 Automated .dll ‘call’ from any application for batch
file loading
 Admin-level settings; C/C++header files are created in the

subfolder of the install directory.
 Creates deidentification threads that can be viewed ‘in

progress’ or operate behind the scenes

 Output as independent XML; other file formats as
needed

 Outputs automatically fed to content repository or
‘next step’ application (tagging, parsing)
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 To increase speed and lower costs of “data
deposits”

 To maintain consistency of de-identification
schema

 To enhance the data value of de-identified
records

 Enhances power and usability of traditional
de-identification via proxies and offsets for
safe-harbor elements, which can be used as
data points

Benefits of De-ID
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De-ID:  A Look Under the Hood

The Manual View
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Text Output 1
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Text Output 2
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Summary

 Network-level operability
 Automated batch feed, output

managment
 High volume
 Rapid, reliable
 Leaves original file intact
 Outputs ready for parsing, tagging
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Optional Re-Identification
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Re-identification

 Option to create linkage file
 Linkage file independent of de-identified

data
 Linkage files are encrypted and

password protected
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